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Why is Internet Use Important?
The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to
support the professional work of staff and to enhance the school’s management information and
administration systems.
Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential element
in 21st century life for education, business and social interaction. Access to the Internet is therefore an
entitlement for pupils who show a responsible and mature approach to its use. Our school has a duty to
provide pupils with quality Internet access
Pupils will use the Internet outside school and will need to learn how to evaluate Internet information and
to take care of their own safety and security.
How does Internet Use Benefit Education?
Benefits of using the Internet in education include:
•access to world-wide educational resources including museums and art galleries;
•inclusion in the National Education Network which connects all UK schools;
•educational and cultural exchanges between pupils world-wide;
•access to experts in many fields for pupils and staff;
•professional development for staff through access to national developments, educational
materials and effective curriculum practice;
•collaboration across support services and professional associations;
•improved access to technical support including remote management of
•networks and automatic system updates;
•exchange of curriculum and administration data with the Local Authority and DCSF; access to
learning wherever and whenever convenient.
How can Internet Use Enhance Learning?
•The school Internet access will be designed expressly for pupil use and includes filtering appropriate
to the age of pupils.
•Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for
Internet use.
•Internet access will be planned to enrich and extend learning activities.
•Staff should guide pupils in on-line activities that will support learning outcomes planned for the
pupils’ age and maturity.
•Pupils will be educated in the effective use of the Internet in research, including the skills of
knowledge location, retrieval and evaluation.
•Pupils will regularly learn about online safety across the computing curriculum and during regular
assemblies.

Authorised Internet Access
•The school will maintain a current record of all staff and pupils who are granted Internet access.
•All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any school ICT resource.
•Parents will be informed that pupils will be provided with supervised Internet access.
•Parents / carers will be asked to write to the school if they do not wish their child to have access to
the internet.

World Wide Web
•If staff or pupils discover unsuitable sites, the URL (address), time, content must be reported to the
Local Authority helpdesk via the Online safety coordinator or network manager.
•School will ensure that the use of Internet derived materials by pupils and staff complies with
copyright law.
•Pupils should be taught to be critically aware of the materials they are shown and how to validate
information before accepting its accuracy.
Email
•Pupils may only use approved e-mail accounts on the school system.
•Pupils must immediately tell a teacher if they receive offensive e-mail.
•Pupils must not reveal personal details of themselves or others in e-mail communication, or
arrange to meet anyone without specific permission.
•Whole class or group e-mail addresses should be used in school
•Access in school to external personal e-mail accounts may be blocked.
•E-mail sent to external organisations should be written carefully and authorised before sending, in
the same way as a letter written on school headed paper.
Social Networking
•Schools should block/filter access to social networking sites and newsgroups unless a specific use is
approved.
•Pupils will be advised never to give out personal details of any kind which may identify them or their
location
•Pupils should be advised not to place personal photos on any social network space.
•Pupils should be advised on security and encouraged to set passwords, deny access to unknown
individuals and instructed how to block unwanted communications. Pupils should be encouraged to
invite known friends only and deny access to others.

Filtering
Internet access is controlled through several layers.
The difference between unsuitable and inappropriate.
Unsuitable websites.
These are sites that are unsuitable to the current needs of the user in an educational environment.
This could be a site that is too complicated or contains too much irrelevant information for the user to
manage.
Some sites may be unsuitable in a teaching environment (lessons) but be perfectly OK at other times- for
examples games sites in Golden Time or shopping sites after school.
Inappropriate websites.
These are sites that contain material that is deemed not suitable for viewing/reading in a primary school
environment (for example pornography, racism, religious persecution etc.).

How we manage the internet.
There are two main levels of management, each is as important as the other and all work together to
provide for our internet safety.
• Staff observing.
• Smoothwall Filtering.
Staff observing.
Observation and supervision by staff is important. During web searches or when linking to new sites/pages
unsuitable material may be accessed. It is up to staff to be vigilant and supervise children when the
internet is used.
Staff should note any inappropriate site visited and pass the information to the ICT Technician for further
action.
Smoothwall Filtering.
This system filters sites based on a list that is regularly reviewed and updated by our internet service
provider- Smoothwall.
This is a ‘global’ system that manages many LA schools and as such denies access to sites that may be
deemed OK by some schools but not others. Smoothwall filtering enables additional sites to be blocked I
deemed necessary.

Internet access infringement.
Staff Access will be managed by the Headteacher and any access deemed as unsuitable or inappropriate
will be dealt with accordingly by him/her in accordance with the school code of conduct.
Pupils Access will be managed by the class teachers.
Any pupils seen to be accessing or trying to access inappropriate sites should be dealt with in line with the
School Behaviour Policy.
1. Pupil name to be passed to ICT technician for tracking purposes.
2. Sites accessed to be noted by staff member (if possible) and /or the computer used to be noted (for
tracking and management purposes).
3. Phase Leader to be informed.
4. Headteacher to be informed. She will decide if further action is required.
5. If site is deemed inappropriate then it will be passed to Redstone as request for filtering.
Questions to consider:
Was the access accidental? If so how (sites search, link for another site etc).
Was this a deliberate access (Site address brought in from home for example)?
Has this pupil done this before?
What was the content of the site? (To help deem suitability.)
Managing Emerging Technologies
•Emerging technologies will be examined for educational benefit and a risk assessment will be carried
out before use in school is allowed.
• Staff should only use digital cameras / iPads which have been provided by the school. Personal
Mobile phones should not be used to take photographs of children. This applies to members of
staff and other visitors to the school. Mobile phones may only be used in office areas, staffroom
etc. The only exception to this is staff taking a mobile phone with them on a school trip/visit outside
of school, for use in emergencies only.
•Children who bring mobile phones to school are required to hand them in to the school office staff
every morning and devices are collected at home time.
•

Wearable Technology (e.g. smart watch) is a developing technology and as this developed staff will
monitor these use of these (including cameras) within school. Any such technology will be worn at
the owners own risk.

The Prevent Duty and Online safety
All schools have a duty to ensure that children are safe from terrorist and extremist material when
accessing the internet in schools. We have an important role to play in equipping children to stay safe on
line. Internet safety is integral to our computing curriculum. Our staff are aware of the risks posed by
online activity of extremists and have a duty to take action if they believe the well being of any pupil is
being compromised.

Published Content and the School Web Site
•The contact details on the Web site should be the school address, e-mail and telephone number. Staff
or pupils personal information will not be published.
•The headteacher or nominee will take overall editorial responsibility and ensure that content is
accurate and appropriate.
Publishing Pupils’ Images and Work
•Photographs that include pupils will be selected.
•Pupils’ full names will not be used anywhere on the Website or Twitter
•Written permission from parents or carers will be obtained before photographs of pupils are published on
the school Web site.
Information System Security
•School ICT systems capacity and security will be reviewed regularly.
•Virus protection will be installed and updated regularly.
•Security strategies will be discussed with the Local Authority.
• Software is used to monitor Windows based computers. Regular reports are monitored by the DHT.

Protecting Personal Data
Personal data will be recorded, processed, transferred and made available according to the Data
Protection Act 1998.
Assessing Risks
•The school will take all reasonable precautions to prevent access to inappropriate material. However, due
to the international scale and linked Internet content, it is not possible to guarantee that unsuitable
material will never appear on a school computer. Neither the school nor LA can accept liability for the
material accessed, or any consequences of Internet access.
•The school should audit ICT use to establish if the Online safety policy is adequate and that the
implementation of the Online safety policy is appropriate.
Handling Online safety Complaints
•Complaints of Internet misuse will be dealt with by a senior member of staff.
•Any complaint about staff misuse must be referred to the Head teacher.
•Complaints of a child protection nature must be dealt with in accordance with school child protection
procedures.
•Pupils and parents will be informed of the complaints procedure.

Communication of Policy
Pupils
•Rules for Internet access will be displayed in the classrooms.
•Pupils will be informed that Internet use will be monitored.
Regular assemblies will be held to increase pupils awareness of using the internet safely.
Staff
•All staff will be given the School Online safety Policy and its importance explained.
•All staff will be trained in Safeguarding procedures, including elements of Online safety and The Prevent
Duty.
•Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion
and professional conduct is essential.
Parents
•Parents’ attention will be drawn to the School Online safety Policy in newsletters and will be available on
the school website.
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Twitter Usage Guidelines
Aims of Using Twitter:
To share and celebrate children’s achievements, successes and school updates.
To demonstrate safe and responsible use of social media.
st
To encourage the use of 21 Century technology
• The school Twitter account will be a Public account. Senior leaders will monitor the followers and
block any who appear to not be school focused.
• The school Twitter account will only tweet between the hours of 8am and 6pm between Monday and
Friday. The only tweets outside of this time are for school events (e.g. football matches, residential
trips, performances) or to share urgent school news (e.g. closures due to adverse weather).
• The school Twitter account will only follow educationally linked accounts. No personal accounts, unless
they are educationally linked, will be followed. For example a children’s author.
• The school Twitter account will not reply to any ‘replies’ on Twitter. This is not the platform to discuss or
debate school related issues. Senior Leaders may only reply if it is urgent (e.g. a question about a
child while on a residential trip.)
• The school Twitter account will only use children’s first names when referencing children.
• The school Twitter account will use Twitter to share positive messages about the school.
• The account may be use to share news and information during a school trip. The account will be ran by a
teacher on a 3G connected phone for the period of the trip.
• Use of the @twittername of others is to be avoided. For example “ excited about @dexnott speaking to
us”
• By endorsing twitter we may be encouraging children to use twitter so reinforce e-safety rules such as
“Never tweet anything that would be potentially upsetting; make sure you know how to report to
anything you find that disturbs you; be careful who you talk to they may not be all they appear;
never meet anyone from twitter world without telling your parents.”
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Use of Pupils in photographs and videos
Dear Parents and Carers,
There are many exciting things that take place in school every day and the pupils enjoy sharing
these achievements with you. One of the ways we share these successes and achievements with
you is online via our school website, our school Twitter feed and our Vimeo video account.
This year we are going to be sharing regular photos and videos of the pupils. These images and
videos will feature their faces but will only ever refer to the children by their initials and not their
names just like the example below.

AB has been really enjoying reading and learning about different transport.
We want to include pupils’ faces on many of these images and videos so you can see their
excitement and pride.
We may use your child’s image in any of the following ways:
School Website
Twitter.com
Vimeo.com – these videos will only be posted on a school website and not accessible
through vimeo.com
Any Newspaper stories
Please send a letter to myself by return informing me if you do not want your child’s image
to be used.
Thank you,

Mr S. Jones
Deputy Headteacher

